Configuracion VPN entre un ZyWALL 1050 v el ZyWALL VPN Client:

Este cuadro es un resumen de la configuracién que vamos a realizar en
ambos extremos:

ZyWALL 1050

ZyWALL VPN Client

My address:
ge2(10.59.1.45)

Secure gateway address:
0.0.0.0

Local: 192.168.2.0/24
Remote: 0.0.0.0/24

My address: Any

Secure gateway address:
10.59.1.45

Local: Any
Remote: 192.168.2.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789
Encryption :DES
Authentication :MD5

Key Group :DH1

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789
Encryption :DES
Authentication :MD5

Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy
(PFS): None

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy
(PFS): None




Sigue paso a paso la siguiente configuracion:

1) Logéate en el interfaz GUI del ZyWALL 1050 GUI y dirigete a
Configuration > Objects > Address para crear un objeto de tipo
“address” (local subnet) para acceso remoto.

EYWALL 1050 > Configuration > Dbjects > Address > Address > Edit > #4

Marme el
Address Type SUBMET
Neatwork 19216820
Metrmask 255 258 550
[ox )

2) Crea otro objeto de tipo “address” para el host remote. La Direccién IP
Address del host debe ser 0.0.0.0, de esta formar el usuario remote se
conectara dinamicamente.

Hame Whhickerl
Address Type HOET -
[P Address ooon




3) Dirigete a Configuration > Network > IPSec VPN > VPN Gateway para
crear el gateway para el cliente VPN remote. Debido a que este tipo de
VPN se inicia desde el usuario remoto, el Secure Gateway debe ser
configurado como dinamico, 0.0.0.0. También, los VPN remotos deben
de guardar coherencia entre ellos en cuanto a los parametros, tales
como Pre-Shared Key, ID Type, propuesta de “Encryption” y propuesta
de “Authentication”, etc ...

VPN Gateway Name remoleaccess [

IKE Phase 1
Hegotiation Mode _H_ﬂj v_-
(/] evcrvoton _[authontcoton] = _|

7 z = nos B 2

En
DE

Key Group CH1 |»

S4 Life Time (Seconds) ﬂ&ﬂw B E-c;l.al:l - 3000000
[[] WAT Traversal

Dead Peer Detection (DPDY)

Property
My Address TR
(@ Interface _?i‘:_D_HCFi dient -- 10.59.1 45/255.255.255.0
) Domain Name | |
Secure Gateway Address 1. !_D.El.ﬂj] |
2.10000 |
Authentication Method
(* pre-Shared Key 123436789
(0 Cartificate L " (see My Certificates)
Local ID Type F |
Content 0000
Peer ID Type Ay v

Content

Extended Authentication

[JEnable Extended Authentication

age



4) Para crear la regal VPN, dirigete a Configuration > Network > IPSec
VPN > VPN Connection. Configura la Policy como se definio en el paso
1y paso 2. La politica remota debe ser una direccion de host dinamica.
Hemos configurado la VPN Gateway como dinamica como se definio en
el paso 3.

¥PM Connection

Connection Name remaleaccess
¥PN Gateway
Name remcteaccess 'H"[ Addd New VPN Galeway ]

'r.\az remotesccess

Phase 2
Active Protocol ESF' v
Encapsulation [Tunnel w0
I
] encpion | susenicaion -
1 [oes v (o5 | 15|
$4 Life Time (Seconds) 86400 (180 - 3000000)
Perfect Forward Secrecy (PFS) {mane W
Policy

[]Palicy Enforcement

Local policy WﬂE | SUBNET, 192.168.2.0/24

Rernote policy | VPHchert ¥l HOST, 0.0:0.0
Property

[CInailed-up

[]Enable Replay Detection
[[]Enable NetBI0OS broadeast over IPSec

Inbound fOutbound traffic NAT

Quthound Traffic . .
] source naT Source |
Drastination »




5) En el Host Remoto configure el ZyXEL VPN Client. Crearemos una New
Connection para configurar el acceso a la subnet remota 192.168.2.x

F4 Security Policy Editar - ZyWALL YPH Client
Fibe Edt Oplions Help

ol zs

Metyosk. Secusty Policy

=1 My Connections Connection Securiy
- & ”-":--'- & Secum = [ Onk Connect Manualy
= B Secuity Pokcy ; :""‘m“’ =]
= [ Authentication (Phase 1] 2 :
[ Froposal1 =
= €5 KepEvchangs [Fhase 2) Remote Party ldentity and Addiessing
& [ Proposal1 ID Type [IP Addiess Range |
Fioerc | 19218820
Ta: | [192168225
Protocol [l ] Pot | ¥}
W Uze [E-e-cu'e Galevuay Tursel :J
10 Typs |y x| [Gateway P Addess =)

| {10531.45

Clck hera b fird o0t aboit program add-ons.

En el apartado My Identity, hay que seleccionar el local ID type como Any.

F3 Security Policy Editor - ZyWALL VPN Client

Fle Edt Oplions Help
8l ZN|
Mebwatk Secuty Pobcy
= 1 My Cormections Wy |dariiy
= ﬁNWHCPTmmn Select Cortiicats Pre-Shaied Key
5 & Securty Policy [Mene =
= [ Authertication [Phase 1) Pt
Propesal 1
= CEEEIM[MI] [1PAddess = | =11
[ Propessi Fﬁru'
Ty Othes Cornaclions
Secure Interlace Configuration
Vitual Adapter [Disabled |
Nare [iry =l
IP Add [y




Nota: No se olvide de introducer la Pre-Shared Key pulsando el boton Pre-
Shared Key.

~ Ender Pre-Shared Key [at laast 8 chaiscters)
= 2| ; " i =] [
@y Otbes Core ion Method Froposal in *Pre-Shared key'™
'I
ok | Cancel |
Trteiriet Irfetace
Name.[ary 7
P Adck [Ary

|

|

|

|

=S Thiz kep is used during Autherfication Phate
Aathenhcal

El dltimo paso que queda es dirigirse al Security Policy para configurar los
parametros para la Phasel y Phase 2. Después de guardar la configuracion, la
conexion VPN debe ser inicializada desde el host.

r‘-i Security Policy Editar - ZyWALL VPH Client

= 1 My Cornections Authenbcabon Method and Algonthms

e Soouy Pl [FreShased Fay =]

= 5 Ky Evchangs [Phase 2)
[ Preposalt
T Othies Connections

|
g My Ldaritity Aulhentication Method
KeyGioup  |DifieHelmanGiowp1 =]




[F Security Policy Editer - ZyWALL VPN Client
Féa Edk Options Help

L ZN

} [= =1 My Conmections IPSec Frotocals
I = ¢ Mew Connection Seconds  KBytes
' : ?yld:rﬂpyh 54 Lile [Seconds  =||2BE00 |
i = By ¥
! = [ Avtheritication (Phase 1) Compeession |Nons =
| [ Proposat B T ESp
= €5 Key Exchange [Phass 2]
[IP] Ficposal 1] Ercoyptélg |DES -
By Other Connections Hashdly  |MDS -
Encapsulstion | Tunnel -

I Aushenticaian Protecol [AH)
I j-




