Apéndice IV
Definicion de VPN entre dos sedes

ZyXEL



Apéndice IV - Ejemplo VPN -

= Sede central:

« Dispone de dos lineas ADSL
— IP1:80.0.0.1
— IP2:81.1.1.1

« Rango de red local
— 192.168.2.0/255.255.255.0

= Oficina remota

« Dispone de una linea ADSL
— 1P:99.0.0.1

« Rango de red local
— 192.168.3.0/255.255.255.0
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Apéendice IV - Definir VPN central -

= Definir gateways remotos (I)

Definir como gateway
local: 0.0.0.0 (asi decidira
de modo automatico la IP
a emplear)

E;:B My ZyiWaLL ..
i+ My Address ID.D.D.D ( (Darmain Mame or IP Address Deflnlr el gateway,
£ iy Damain fisme lone <] (See DDNS) remoto, la situacién del

SedeCentral

I MNAT Traversal

% Prirmary Rermote Gateway IQQ.D.D.‘I < (Darmain Mame or IP Addresz) Otro extremo de Ia VPN
I~ Enable IPSec High Availability
f:;;a Redundant Remote Gateway | (Domain Marne or IP Address)
Al Fail back to Prirmar i [
v Remote Gateway when possible
Fail Back Checl Interval®* p (180~85400 saconds) Defl nir Ia Clave

precompartida

*Fail Back Check Interval: The timp interval for checking availibility of Primary Remote Gateway. IPSec S&tife time will
be superseded by this value when it is larger than this value.

Definir los campos de

' pre-Shared Key 123456753 < . ., " .y
i Certificate auto_genetated_self signed_cert LI (Sea My C autent|caC|0n main y IO
Local ID Type [z -
Cantant e < que para un extremo es
Peer ID Type P local para el otro extremo
Content 2222 4L p

de la VPN sera remoto
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Apéendice IV - Definir VPN central -

= Definir gateways remotos (ll)

Extended Authentication

I Enable Extended Authentication
e (Search Local User first then RADTILS)

' Client Mode
User Mame

Passwaord
IKE Proposal

Megotiation Mode ain 'I
Encryption Algorithm DES VI
futhentication Algorithm MD5 vl

sS4 Life Time (Seconds) 25500

Key GSroup DH1 vl

I Enable Multiple Proposals

Associated Network Policies

& | Name Local Network Remote Metwork

= Mantener sin marcar la opcion de “Enable Extended Authentication”
= Definir las opciones de IKE, deberan ser las mismas que en el extremo remoto
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Apéendice IV - Definir VPN central -
= Definir politicas de red (l)

Property
M ctive
MName FedesCentralOficing
Protocol ]
™ Wailed-Up

™ allow NetBIOS brcuadg:ast Traffic Through IPSec Tunnel

= Check IPSec Tunnel Connechivity g Log
Fing this Address IIII . [REE . NEE | EC

Gateway Policy Information

6;;35 (@j Gateway Policy ISedeCentraI 'I

= Se marca como activa la politica de red que se va a definir
= Se habilitala opcion de “Nailed-Up” para que se mantenga la VPN levantada

= Sisedeseaque funcione el “entorno de red” se debe marcar la opciéon “Allow
NetBIOS...”
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Apéendice IV - Definir VPN central -

= Definir politicas de red (II)

Local Network

ﬂ-:? Address Type
Starting IP Address
Ending IP Address / Subnet Mask

Local Port

Efg_‘} Address Type

Starting IP Address
Ending IP address / Subnet Mask
Remaote Port

Encapsulation Mode

Active Protocol

Encryption Algorithm
Suthentication algarithm

=S4 Life Time (Seconds)
Perfect Forward Secrecy (PFS)
I Enable Replay Detection
[ Enable Multiple Proposals

| Subnet Address vl

192, 168 . 2 ., 0
285 | 255 , 255 , O
Start |0 End |0

| Subnet Address vl

192 . 168 . 3 . O
265 . 256 . 255 . O
Start [0 End |0

E3E

28500

MCRE Tl
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Se define lared local
(que en el otro extremo
sera remota)

Se define lared remota
(que en el otro extremo
seralocal)

Se definen los campos de
seguridad de IPSec (deben
ser los mismos en el
extremo remoto de la VPN)




Apéndice IV - Definir VPN remota -

= Definir gateways remotos (l)

Definir como gateway local:
0.0.0.0 (asi decidira de modo
automatico la IP a emplear)

Definir el gateway remoto, la
situacion del otro extremo de
la VPN

Se define “Alta

CficinaRemota

I MAT Traversal

_Gateway Policy Information

({Q/». My ZywaLL

[+ My Address 0.0.0.0 A {Damain Mame or IP Addrezs) . R "

My Domain Name [T =] (see posis disponibilidad” del enlace,
@. Primary Remote Gateway pooon & ame or IP Address) pueStO q ue el ZyWALL de Ia
v Enable IPSec High Availability . .

€2 Redundant Remote Gateway pra1, & (Domain Mame or IP Addraz=) central tiene 2 pOS|b|eS

v Fa.iI back to Primary Remote Gateway when possible accesos de entrada

Fail Back Check Interyal* I288IJD [180~26400 seconds)

*Fail Back Checl Interval: The time interval for checking availibility of Prirvary Remote Gateway, IPSec Sa life time will
be superseded by this value when it is larger than this value,

Definir la clave precompartida

% pre-shared Key 123456780 €— Deflnll’ IOS CampOS de

W auto_generated_self_signed_cert j (See My Certif] autentlcac'én “ ma.| nn , IO que
Local ID Type IP LI

i 2222 &— para un extremo es local para
FPeer ID Type P ¥ L,
Content [ir & el otro extremo de la VPN sera

remoto
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Apéndice IV - Definir VPN remota -

= Definir gateways remotos (ll)

Extended Authentication

I™ Enable Extended Authentication
" carver Mode (Search Local User first then RADIUS)

' Client Mode
User Mame

Password
IKE Proposal

Megotiation Mode tain vl
Encryption &lgorithm DES vl
Authentication Algorithm MDS VI

5S4 Life Time {(Seconds) 25300

Key Group DHA1 VI

I Enable Multiple Proposals

Associated Network Policies

& | Name Local Network Remote MNetwork

= Mantener sin marcar la opcion de “Enable Extended Authentication”
= Definir las opciones de IKE, deberan ser las mismas que en el extremo remoto
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Apéndice IV - Definir VPN remota -

= Definir politicas de red (I)

v Active

Marne IRedesOficinaCentral
Protocol |III

™ Nailed-Up

| Allow MetBIOS broadcast Traffic Through IPSec Tunnel

I™ check IPSec Tunnel Connectivity I Laog
Ping this Address IIII . JEER . ECES . DG

_Gateway Policy Information

ii;i:‘:_'-j. % Gateway Policy IOficinaRetha VI

= Se marca como activa la politica de red que se va a definir
= Se habilitala opcion de “Nailed-Up” para que se mantenga la VPN levantada

= Sisedeseaque funcione el “entorno de red” se debe marcar la opciéon “Allow
NetBIOS...”
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Apéndice IV - Definir VPN remota -

= Definir politicas de red (II)

Local Network .
= Se definelared local
is!-:? Address Type ISubnet Address vi
Starting IP Address 192 . 188 . 3 . 0O | (que en el otro extremo
Ending IP Address / Subnet Mask dobi, 255,905 ., ) 7
Local Port Start |0 End |0 Sera remOta)

= Se definelared remota

@} Address Type ISubnet Address vl

Starting IP Address 192, 168 . 2 . 0 | (que en el otro extremo
Ending IP Address / Subnet Mask 255 , 285 . 255 . 0 | ,
Remote Port Start [0 End |0 sera |OC&|)

IPSec Proposal

Encapsulation Mode Tuninel vl

At ol ED = Se definen los campos de
Encryption Algorthm DES VI .

Authentication Algarithm Ee seguridad de IPSec (deben
S4 Life Time (Seconds) 28800 :

Perfect Forward Secrecy (PFS) MOME vl ser IOS mismos en el

I Enable Replay Detection extremo remoto de la VPN)

r Enable Multiple Proposals
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