
VPN IPSec Log (1)VPN – IPSec Log (1)

Index:    Date/Time:               Log:
------------------------------------------------------------
001 01 J 01 01 00 !! WAN IP h d t 172 21 10 10001    01 Jan 01:01:00    !! WAN IP changed to 172.21.10.10
002    01 Jan 01:01:30    Recv Main Mode request from <172.21.10.11>
003    01 Jan 01:01:30    Recv:<SA>
004 01 Jan 01:01:32 Send:<SA>004    01 Jan 01:01:32    Send: SA
005    01 Jan 01:01:33    Recv:<KE><NONCE>
006    01 Jan 01:01:35    Send:<KE><NONCE>
007    01 Jan 01:01:37    Recv:<ID><HASH>
008 01 J 01 01 37 S d ID HASH

Solo cuando se 
aplica PFS

008    01 Jan 01:01:37    Send:<ID><HASH>
009    01 Jan 01:01:37    Phase 1 IKE SA process done
010    01 Jan 01:01:37    Start Phase 2: Quick Mode
011 01 Jan 01:01:37 Recv:<HASH><SA><NONCE><KE><ID><ID>

p

011    01 Jan 01:01:37    Recv: HASH SA NONCE KE ID ID
012    01 Jan 01:01:37    Send:<HASH><SA><NONCE><KE><ID><ID>
013    01 Jan 01:01:37    Recv:<HASH>
Clear IPSec Log (y/n):



VPN IPSec Log (2)VPN – IPSec Log (2)

• Error en la fase 1

Index:    Date/Time:               Log:
------------------------------------------------------------
001    01 Jan 00:39:35    Recv Main Mode request from 172.21.10.10>
002    01 Jan 00:39:35    Recv:<SA>
003    01 Jan 00:39:37    Send:<SA>
004    01 Jan 00:39:38    Recv:<KE><NONCE>
005    01 Jan 00:39:40    Send:<KE><NONCE>
006 01 Jan 00:39:41 Send:<HASH><NOTFY:PYLD MALFORMED>006    01 Jan 00:39:41    Send: HASH NOTFY:PYLD_MALFORMED
Clear IPSec Log (y/n):



VPN IPSec Log (3)VPN – IPSec Log (3)

• Error en la fase 1
Index: Date/Time: Log:Index:    Date/Time:               Log:
------------------------------------------------------------
001    01 Jan 01:45:42    Recv Main Mode request from <172.21.10.10>
002 01 J 01 45 42 R <SA>002    01 Jan 01:45:42    Recv:<SA>
003    01 Jan 01:45:42    !! No proposal chosen
004    01 Jan 01:45:42    Send:<NOTFY>
005    01 Jan 01:45:46    Recv Main Mode request from <172.21.10.10>
006    01 Jan 01:45:46    Recv:<SA>
007    01 Jan 01:45:46    !! No proposal chosenp p
008    01 Jan 01:45:46    Send:<NOTFY>
Clear IPSec Log (y/n):



VPN IPSec Log (4)VPN – IPSec Log (4)
• Fallo en la verificación del ID local

Index:    Date/Time:               Log:
------------------------------------------------------------
001 01 Jan 01:34:27 Recv Main Mode request from <172 21 10 11>001    01 Jan 01:34:27    Recv Main Mode request from <172.21.10.11>
002    01 Jan 01:34:27    Recv:<SA>
003    01 Jan 01:34:29    Send:<SA>
004    01 Jan 01:34:30    Recv:<KE><NONCE>
005    01 Jan 01:34:32    Send:<KE><NONCE>
006    01 Jan 01:34:34    Recv:<ID><HASH>
007    01 Jan 01:34:34    Send:<ID><HASH>
008 01 Jan 01:34:34 Phase 1 IKE SA process done008    01 Jan 01:34:34    Phase 1 IKE SA process done
009    01 Jan 01:34:34    Recv:<HASH><SA><NONCE><ID><ID>
010    01 Jan 01:34:34    Start Phase 2: Quick Mode
011    01 Jan 01:34:34    !! Verifying Local ID failed:
012    01 Jan 01:34:34    Peer ID: SINGLE, <172.21.10.10>-<172.21.10.10>
013    01 Jan 01:34:34    vs. My Local <192.168.1.1>-<192.168.1.1>
014    01 Jan 01:34:34    Send:<HASH><NOTFY:ERR_ID_INFO>
015 01 Jan 01:34:34 Send:<HASH><DEL>015    01 Jan 01:34:34    Send:<HASH><DEL>
Clear IPSec Log (y/n)


