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About This User's Guide

About This User's Guide

Intended Audience
This manual is intended for people who want to configure the ZyXEL Device using the web
configurator. You should have at least a basic knowledge of TCP/IP networking concepts and
topology.

Related Documentation

* Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains
information on setting up your network and configuring for Internet access.

* Supporting Disk
Refer to the included CD for support documents.
* ZyXEL Web Site

Please refer to www.zyxel.com for additional support documentation and product
certifications.

User Guide Feedback

Help us help you. Send all User Guide-related comments, questions or suggestions for
improvement to the following address, or use e-mail instead. Thank you!

The Technical Writing Team,
ZyXEL Communications Corp.,
6 Innovation Road II,
Science-Based Industrial Park,
Hsinchu, 300, Taiwan.

E-mail: techwriters@zyxel.com.tw
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

@ Warnings tell you about things that could harm you or your device.

g Notes tell you other important information (for example, other things you may
need to configure or helpful tips) or recommendations.

Syntax Conventions

The P-2302HWUDL-P1 series may be referred to as the “ZyXEL Device”, the “device” or
the “system” in this User’s Guide.

Product labels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example, [ENTER]
means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then press the [ENTER] key.
“Select” or “choose” means for you to use one of the predefined choices.

A right angle bracket ( > ) within a screen name denotes a mouse click. For example,
Maintenance > Log > Log Setting means you first click Maintenance in the navigation
panel, then the Log sub menu and finally the Log Setting tab to get to that screen.

Units of measurement may denote the “metric” value or the “scientific” value. For
example, “k” for kilo may denote “1000” or “1024”, “M” for mega may denote “1000000
or “1048576” and so on.

“e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.

P-2302HWUDL-P1 Series User’s Guide



P-2302HWUDL-P1 Series User’'s Guide

Icons Used in Figures

not an exact representation of your device.

Figures in this User’s Guide may use the following generic icons. The ZyXEL Device icon is

Document Conventions

ZyXEL Device Computer Notebook computer
Server Firewall
. 1]
Telephone Switch Router




Safety Warnings

Safety Warnings

@ For your safety, be sure to read and follow all warning notices and instructions.

* Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

* Do NOT expose your device to dampness, dust or corrosive liquids.
* Do NOT store things on the device.

* Do NOT install, use, or service this device during a thunderstorm. There is a remote risk
of electric shock from lightning.

¢ Connect ONLY suitable accessories to the device.

* Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

» Make sure to connect the cables to the correct ports.

* Place connecting cables carefully so that no one will step on them or stumble over them.
» Always disconnect all cables from this device before servicing or disassembling.

* Use ONLY an appropriate power adaptor or cord for your device.

» Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in
North America or 230V AC in Europe).

* Do NOT allow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

* Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

* If the power adaptor or cord is damaged, remove it from the power outlet.

* Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

* Do not use the device outside, and make sure all the connections are indoors. There is a
remote risk of electric shock from lightning.

* Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

* Use only No. 26 AWG (American Wire Gauge) or larger telecommunication line cord.

* Antenna Warning! This device meets ETSI and FCC certification requirements when
using the included antenna(s). Only use the included antennag(s).
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Safety Warnings

This product is recyclable. Dispose of it properly.
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Safety Warnings
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Chapter 5 Wireless LAN

5.4.4 WPA(2) Authentication Screen

In order to configure and enable WPA Authentication; click the Wireless LAN link under
Network to display the Wireless screen. Select WPA or WPA2 from the Security list.

Figure 47 Wireless: WPA(2)

The following table describes the wireless LAN security labels in this screen.

Table 39 Wireless: WPA(2)
LABEL DESCRIPTION
Security Mode Choose WPA or WPA2 from the drop-down list box.
WPA Compatible This field is only available for WPA2. Select this if you want the ZyXEL Device to
support WPA and WPA2 simultaneously.
ReAuthentication Specify how often wireless stations have to resend usernames and passwords in

Timer (in seconds)

order to stay connected. Enter a time interval between 10 and 9999 seconds.
The default time interval is 1800 seconds (30 minutes).

Note: If wireless station authentication is done using a
RADIUS server, the reauthentication timer on the
RADIUS server has priority.

Idle Timeout

The ZyXEL Device automatically disconnects a wireless station from the wired
network after a period of inactivity. The wireless station needs to enter the
username and password again before access to the wired network is allowed.
The default time interval is 3600 seconds (or 1 hour).
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Chapter 5 Wireless LAN

Table 39 Wireless: WPA(2)

LABEL DESCRIPTION
Group Key Update | The Group Key Update Timer is the rate at which the AP (if using WPA-PSK
Timer key management) or RADIUS server (if using WPA key management) sends a

new group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the Group Key Update Timer is also supported in
WPA-PSK mode. The ZyXEL Device default is 1800 seconds (30 minutes).

Authentication Server

IP Address Enter the IP address of the external authentication server in dotted decimal
notation.
Port Number Enter the port number of the external authentication server. The default port

number is 1812.

You need not change this value unless your network administrator instructs you
to do so with additional information.

Shared Secret Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external authentication server and the ZyXEL Device.

The key must be the same on the external authentication server and your ZyXEL
Device. The key is not sent over the network.

Accounting Server (optional)

Active Select the checkbox to activate the external accounting server.

IP Address Enter the IP address of the external accounting server in dotted decimal notation.

Port Number Enter the port number of the external accounting server. The default port number
is 1813.

You need not change this value unless your network administrator instructs you
to do so with additional information.

Shared Secret Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external accounting server and the ZyXEL Device.

The key must be the same on the external accounting server and your ZyXEL

Device. The key is not sent over the network.

5.5 OTIST Screen

Use this screen to set up and start OTIST on the ZyXEL Device in your wireless network. To
open this screen, click Network > Wireless LAN > OTIST.

Figure 48 Network > Wireless LAN > OTIST

e RN

One-Touch Intelligent Security Technology

Setup Key !D1 234567

¥ ‘es!Please enhance the Wirsless Security Level to WPA-PSK automatically if no WLAN security has been set. This will
generate a random PSK key for your convenience,
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Chapter 5 Wireless LAN

The following table describes the labels in this screen.
Table 40 Network > Wireless LAN > OTIST

LABEL

DESCRIPTION

Setup Key

Type a key (password) 8 ASCII characters long.

Note: If you change the OTIST setup key in the ZyXEL
Device, you must change it on the wireless devices
too.

Yes!

Select this if you want the ZyXEL Device to automatically generate a pre-
shared key for the wireless network. Before you do this, click Network >
Wireless LAN > General and set the Security Mode to No Security.

Clear this if you want the ZyXEL Device to use a pre-shared key that you
enter. Before you do this, click Network > Wireless LAN > General, set the
Security Mode to WPA-PSK, and enter the Pre-Shared Key.

Start

Click Start to activate OTIST and transfer settings. The process takes three
minutes to complete.

Note: You must click Start in the ZyXEL Device and in the

wireless device(s) within three minutes of each other.

You can start OTIST in the wireless devices and the
ZyXEL Device in any order.

Before you click Start, you should enable OTIST on all the OTIST-enabled devices in the
wireless network. For most devices, follow these steps.

1 Start the ZyXEL utility

2 Click the Adapter tab.

3 Select the OTIST check box, and enter the same Setup Key as the ZyXEL Device.

4 Click Save.

Figure 49 Example: Wireless Client OTIST Screen

£ Link Info "Site Survey | Profile " Adapter

 Adapter Setting

= Transfer Rate:

Power Saving Mode: 1Disabled j

|Fully Auto =

¥ 0TIST{One-Touch Intelligent Security Technology):
Setup Key :

[01234867 | Sart

To start OTIST in the device, click Start in this screen.
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Chapter 5 Wireless LAN

/g You must click Start in the ZyXEL Device and in the wireless device(s) within
three minutes of each other. You can start OTIST in the wireless devices and
the ZyXEL Device in any order.

After you click Start in the ZyXEL Device, the following screen appears (in the ZyXEL
Device).

Figure 50 OTIST: Settings

Microsoft Internet Explorer - x|

& The security is WPA-PSK mode on WLAN now. The key is 2D3WEIKOSh

You can use the key in this screen to set up WPA-PSK encryption manually for non-OTIST
devices in the wireless network.

Review the settings, and click OK. The ZyXEL Device begins transferring OTIST settings.
The following is an example screen that appears in the wireless devices.

Figure 51 OTIST: In Progress on the Wireless Device

OTIST in progress, please wait for 3 minutes.

This screen closes when the transfer is complete.

5.5.1 Notes on OTIST

1 If you enable OTIST in a wireless device, you see this screen each time you start the
utility. Click Yes to search for an OTIST-enabled AP (in other words, the ZyXEL
Device).
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Chapter 5 Wireless LAN

Figure 52 Start OTIST?

Do youwant to start OTIST function?

Mo

[ Don't show me this window again.

2 If an OTIST-enabled wireless device loses its wireless connection for more than ten
seconds, it will search for an OTIST-enabled AP for up to one minute. (If you manually
have the wireless device search for an OTIST-enabled AP, there is no timeout; click
Cancel in the OTIST progress screen to stop the search.)

3 After the wireless device finds an OTIST-enabled AP, you must click Start in the
ZyXEL Device’s Network > Wireless LAN > OTIST screen or hold in the Reset
button on the ZyXEL Device for one or two seconds to transfer the settings again.

4 Ifyou change the SSID or the keys on the ZyXEL Devices after using OTIST, you need
to run OTIST again or enter them manually in the wireless device(s).

5 If you configure OTIST to generate a WPA-PSK key, this key changes each time you
run OTIST. Therefore, if a new wireless device joins your wireless network, you need to
run OTIST on the AP and ALL wireless devices again.

5.6 MAC Filter

To change your ZyXEL Device’s MAC filter settings, click Network > Wireless LAN >
MAC Filter. The screen appears as shown.
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Chapter 5 Wireless LAN

Figure 53 MAC Address Filter

MAC Address Filter

[T active

Filter Action & allow ' Deny

| Set | idress. | Set f
1 IDD:DD:DD:DD:DD:DD 17 |DD:DD:DD:DD:DD:DD
2 |DD:DD:DD:DD:DD:DD 18 |DD:DD:DD:DD:DD:DD
3 IDD:DD:DD:DD:DD:DD 19 |DD:DD:DD:DD:DD:DD
4 IUU:UU:UU:UU:UU:UU 20 |UU:UU:UU:UU:UU:UU
5 IUU:UU:UU:UU:UU:UU 21 |UU:UU:UU:UU:UU:UU
6 IDD:DD:DD:DD:DD:DD 22 IDD:DD:DD:DD:DD:DD
7 IDD:DD:DD:DD:DD:DD 23 IDD:DD:DD:DD:DD:DD
il IDD:DD:DD:DD:DD:DD 24 IDD:DD:DD:DD:DD:DD
9 iDD:DD:DD:DD:DD:DD 25 IDD:DD:DD:DD:DD:DD
10 |DD:DD:DD:DD:DD:DD 26 |DD:DD:DD:DD:DD:DD
11 IDD:DD:DD:DD:DD:DD 27 |DD:DD:DD:DD:DD:DD
12 IDD:DD:DD:DD:DD:DD 28 |DD:DD:DD:DD:DD:DD
13 IUU:UU:UU:UU:UU:UU 29 |UU:UU:UU:UU:UU:UU
14 |UU:UU:UU:UU:UU:UU 30 |UU:UU:UU:UU:UU:UU
15 IDD:DD:DD:DD:DD:DD 31 IDD:DD:DD:DD:DD:DD
16 IDD:DD:DD:DD:DD:DD 3z IDD:DD:DD:DD:DD:DD

ml Cancel |

The following table describes the labels in this menu.
Table 41 MAC Address Filter

LABEL DESCRIPTION

Active Select the check box to enable MAC address filtering.

Filter Action | Define the filter action for the list of MAC addresses in the MAC Address table.
Select Deny to block access to the ZyXEL Device, MAC addresses not listed will be
allowed to access the ZyXEL Device
Select Allow to permit access to the ZyXEL Device, MAC addresses not listed will be
denied access to the ZyXEL Device.

Set This is the index number of the MAC address.

MAC Enter the MAC addresses of the wireless station that are allowed or denied access to
the ZyXEL Device in these address fields. Enter the MAC addresses in a valid MAC

Address S . X
address format, that is, six hexadecimal character pairs, for example,
12:34:56:78:9a:bc.

Apply Click Apply to save your changes back to the ZyXEL Device.

Cancel Click Cancel to reload the previous configuration for this screen.

98

P-2302HWUDL-P1 Series User’s Guide



Chapter 5 Wireless LAN

5.7 Wireless LAN Advanced Setup

To configure advanced wireless settings, click the Advanced Setup button in the General

screen. The screen appears as shown.

Figure 54 Wireless LAN: Advanced

Wireless Advanced Setup

RTS/CTS Threshold |2432 (0~ 2432)
Fragmentation Threshold |2432 {256 ~ 2432)
802.11 Mode 802 11big =

Apply | Cancel |

The following table describes the labels in this screen.
Table 42 Wireless LAN: Advanced

LABEL DESCRIPTION

Wireless Advanced Setup

RTS/CTS Enter a value between 0 and 2432.
Threshold

Threshold and 2432.

Fragmentation | It is the maximum data fragment size that can be sent. Enter a value between 256

with the ZyXEL Device.

with the ZyXEL Device.

Device might be reduced.

802.11 Mode Select 802.11b to allow only IEEE 802.11b compliant WLAN devices to associate
Select 802.11g to allow only IEEE 802.11g compliant WLAN devices to associate

Select 802.11b/g to allow either IEEE 802.11b or IEEE 802.11g compliant WLAN
devices to associate with the ZyXEL Device. The transmission rate of your ZyXEL

Apply Click Apply to save your changes back to the ZyXEL Device.

Cancel Click Cancel to reload the previous configuration for this screen.
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